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Significant Cyber Incident Statistics

» 2022: 9 significant cyber incidents as of March 30, 2022
» Downtime from significant cyber incidents increased 200
/ percent



® Less than 50% of breaches get detected internally

®* ~191-197 days to ID a breach
* ~ 66-69 days to contain it

* Average recovery takes 6-9 months

® Most entities only recover 80% of data/functionality due to encryption

* Typically takes 16.7 days to bring network back up in most limited way




TOP 10 TRENDS
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https://www.flickr.com/photos/cyberhades/16673209002
https://creativecommons.org/licenses/by-nc/3.0/

NEW NC LEGISLATION RELATED TO
CYBER SECURITY INCIDENTS
& RANSOM PAYMENTS




ARTICLE 84, VARIOUS TECHNOLOGY REGULATIONS.
GS143-800: STATE ENTITIES AND RANSOMWARE PAYMENTS.

(C) The following definitions n this section:
(1) Local government entity. — A local political subdivision of the State, including,
but not limited to, a city, a county, a local school administrative unit as defined in
G.S. 115C-5, or a community college.

%



CYBERSECURITY INCIDENT

REPORTING REQUIREMENT
G.S. 143B-1379(C), AMENDED BY SL2021-180

subdivision of the
State, including, ocal school administrative
unit as defined in G.S. 115C-5, or a community college.




A SIGNIFICANT CYBERSECURITY INCIDENT...

dence,
y incident is

of Public Safety that

g : restricted according to
tate ation, modification, deletion, or
unauthorized ac within certain parameters to include (i) a
specific threshold of number of as defined in G.S. 75-65 or (ii) any additional data
types with required security controls.
b. Incidents that involve information that is not recoverable or cannot be recovered within defined timelines

required to meet operational commitments defined jointly by the State agency and the Department or can be
recovered only through additional measures and has a high or medium functional impact to the mission of an
agency
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State & Local Partners

NC National Guard G6
NC DIT

NC DPS

NCEM Cyber Unit

NC ISAAC

NCLGISA Cyber Strike
- Team

Federal Partners

FBI
USSS
DHS-CISA

NC Joint Cyber Task Force (JCTF)

Other Partners

Based on Event

911
NC SBI
SBoE
DHHS
DPI
MCNC
NC_ Cor




METHODS OF CONTACT TO REPORT
CYBERSECURITY INCIDENT

O

bersecurity-incident-report-form



mailto:itstriketeam@nclgisa.org
https://www.ic3.gov/
https://it.nc.gov/resources/cybersecurity-risk-management/statewide-cybersecurity-incident-report-form
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SOCIAL
- ENGINEERING

The clever manipulation ;;:"

i
E |
, | of the natural human
tendency to trust.
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CYBER SECURITY KNOWLEDGE QUIZ
224,48

4. The site is not acce gin computers
é 5. | have no clue!






RECOGNIZE THESE?




SPREADING HOLIDAY CHEER!
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Voice Phishing Example
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DATA EXFILTRATION
W/O ENCRYPTION

e

* Rece unaware of the data
exfiltration unti e internet by a 34 party

exfiltrated

j * Breach notification may be required depending on the type of data



LEGAL ISSUES WITH DATA EXFIL




CYBER SECURITY KNOWLEDGE QUIZ
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Never Pay!

ransomware victims
who paid

but never got

their files back




RANSOMWARE: WHAT IS IT?

WW u etc.

@B ; fblders,

access and use

] to receive the
ELs@/UD | 2

e Data exfiltration has become more widespread as |
part of ransomware events in the past 16-19
months.
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TIMELINE OF A RANSOMWARE ATT

\

An employee opens a phishing email and clicks on a link containing ransomware.

The ransomware downloads onto the employee's computer and starts executing malicious code.

The ransomware creates a connection via the Internet with the threat actor's command and control
(C2) server.

The ransomware steals/harvests credentials to gain access to more accounts.

The ransomware looks for files to encrypt on local computers and on servers via the network,
moving laterally across the network to compromise multiple accounts. Data exfiltration might also be
occurring during this timeframe.

The ransomware starts the encryption process, typically attacking domain controllers and backups
first. The government is now aware they have been compromised. The threat actor leaves a
ransom note demanding payment in exchange for the decrpytion key.




COMMON ATTACK VECTORS

t"~
®* Microsoft ¢

® Qutdated infrastructure

®* Open ports per vendor
j instructions
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Business Email
Compromise:

The $9 Billion Security
Threat You Can’t Ignore




From: dpace@tarheelpaving.com <dpace@tarheelpavin

Sent: Tuesday, July 13, 2021 7:44 AM

To: loel B Setzer < Aefto =: loel F. Hart <j
Subject: FtE:-n'-mil:E

Good morning loel,
Please see the following.

Best, Derrick

] tarheslpaving. cx hnkelton.com:=
Subject: RE: munice
Importance: Hig
Derrick,

Please recall you need to make a revision to the last invoice submitted. Please recall the unit price
discussion for the 59.5C.

Send the revised inwvoice to me and Joel Hart.
Joel,

If all looks good, forward with your recommendation to pay.

Sent: Monday, July 12, 2
To: lol BL.5S

Subject: Invoice
Joel,

Just wanted to check in, we are milling as we speak and the repair will be done tonight. Can you
please process the invoice and get payment in the works as soon as possible.

Best, Derrick

Disclaimer




\

JOEL SETZER, PE | OFFICE LEADER | SYLVA NC OFFICE
C: 528 2269158 | O. 828.477 4993 | werw veughnmelion com

DEPENDARLE | PROACTIVE | CREATIVE | EMPATHETIC | CONSCIENTIOUS

P.E Regsraton Stakes: NG KY, TN GAL SC

From: Derrick pace <dpace@tarhealpaving. com=
Sent: Tuesday, July 13, 2021 9:30 AM

To: Joel B. Setzer <jbsetzer@VaughnMelton.com>
Ce: Joel F. Hart <jfhart@YaushoMelton.com>

Subject: Re: Fv\-lnvoice

Hi Joel/Hart,

Find the attachment for our new bank details and make sure the payment is sent by ACH or
Wire Transfer.

Let me know if you need anything else.

Best, Derrick

Disclaimer

The Information contalned In this communication from thwe sendar Is confidential. 1t Is intended solely for use
by the recipient and others autharized to recsive It If you are not the recipient, you are hereby notified that
any disclosure, copying, distribution or taking action In redation of the contents of this information is atrictty

prohibited and may be unlawful

This email has been scanned for viruses and malware, and may have been automatically archived
by Mimecast Ltd, an innovator in Software as a Service (SaaS) for business. Providing & saferand more

useful place for your human generated data, Speciallzing in; Security, arciiving and compliance, To find out
more

On Tue, Jul 13, 2021 at 3:58 PM loel B. Setzer <jbsetzer@vaughnmelton.coms> wrote:

loel,

The quantities match the prior invoice, Per your prior email, | am assuming the quantities match
your record, Please advise asap if there are any differences.

Sath,
We are hoping to close out the fiscal part of the project to assist with County accounting

processes. The last discussions were mid-June. At the time, the concrete had passed testing and
we were awaiting the asphalt testing results. Can this be expedited as it is needed to get closure?




From:
To:
Cet
Subject: PW': Tarhes! Involce - Recommendation bo Pay
Dk Friday, July 16, 2021 4:40:25 P
Attachments: Imaged0] pig

Poving B Asphal Basik Detnils pelf

the highlighted
 completed; | agree.

Thanks and please let me know if you have any guestions,

Marcus

From: Joel B. Setzer <jbsetzer@VaughnMelton.com:
Sent: Wednesday, July 14, 2021 1:34 PM

To: varcus [ -

Ce: Joel F. Hart <jffhart@VaughnMelton.com:=
Subject: Tarheel Invoice - Recommendzation to Pay

Good Afternoon,

We have evaluated the testing reports on the asphalt pavement. All aspects of the reports indicate
full compliance with NCDOT specifications, except the density achieved on the surface (39.5C) mix.
The density requirements for this mix is 92% and they achieved an average of 90.9% on the four
areas. Area 1, which carries the highest volume and weight of trucks did get a 92.0% density.

NCDOT does have waivers for “small quantities” which would also apply.

Given that the asphalt is in spedifications in all other categories and given the highest volume area is
meeting density, It is my recommendation to accept the work and pay Tarheel the invoice.

In regards to what was done before June 30 and after, all of this work was done prior to June 30.
The slipped area repaired did not create any new pay quantities because it was basically warranty

work.

My recommendation is based upon an assumption that the repaired slipped area is still performing
well. If itis not, please let me know.

Let me know if we need to discuss any of this information or the recommendation.

Thanks,




BUT THINGS WEREN'T
AS THEY APPEARED




Good morning Joel,

Please see the following.

Best, Derrick

From: Joel
Sent: Tuesday
To: dpace @tarheelpaving.com; Joel F. Hart <jfhart@\aughnhMelton.com=

Subjec REEII‘I"JDiEE

Importance: High

Dherrick,

Please recall you need to make a revision to the last invoice submitted. Please recall the unit price ' =
From: Derrick pace <dpace@tarhealpaving.com=

discussion for the 59.5C.
Sent: Tuesday, July 13, 2021 9:30 AM

Send the revised invoice to me and Josl Hart. To: Joel B. Setzer <jhsetzer@VaughnMelton com>
Ce: Joel F. Hart <jfhart@VaushnMelton.com>

Josl, Subject: Re; FW: B invoice

If all looks good, forward with your recommendation to pay. Hi Joel Hiart
5

Find the attachment for our new bank details and make sure the payment is sent by ACH or
Wire Transfer.

Let me know if you need anything else.

Best, Derrick

Disclaimer

The Information contalned in this communication from the sender ks confidential, Tt Is Intended solely for use
by the recipient and others authorized to receive It If you are not the recpient, you are hereby notified that
any disclosure, copying, distribution or taking action in relation of the cantents of this information is strictly
prohibited and may be unlawful

This email has been scanned for viruses and malware, and rmay have been automatically archived

by Mimecast Ltd, an innovator in Software as a Service (Saas) for business. Providing a saferand more
useful place for your human generated data, Specializing In; Security, archiving and compliance, To find out
more Click Here,




BUSINESS EMAIL COMPROMISE SCAMS &
DIRECT DEPOSIT SCAMS ARE PREVENTABLE.

“to review before changes
are made
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COMPROMISED VENDOR
CREDENTIALS & NON-IT MANAGED
EQUIPMENT

S that someone in admin Is ®




EXPOSED PORTS/DATABASES




PAY ATTENTION TO CVES

olo rs for




HYPER-V, RDP,
PLEASE SAVE ME!

y for all users




NEW CYBER LIABILITY
INSURANCE REQUIREMENTS




INSURANCE = RISKY BUSINESS

f I3 ‘ payouts

ers due to failures to
meet require

* Also expect decreases/sublimits on business interruption coverage

* Previous cyber incidents will also eliminate coverage or substantially raise

o




NEW CYBER INSURANCE REQUIREMENTS

- DLP

* Air gapped backups for all critical on-prem
systems  Specific requirements re: vendors
j/ * Less than 30 days old



WHAT CAN YOU DO TO PROTECT
YOURSELF AND YOUR ORGANIZA

4

.




. Dc atastrophic proliferation
across yOur ne light have with neighboring entities.
** No, you cannot just turn quickly and insert a flash drive for those
files you really need.

organization and personally.

/4. Use strong passwords (and unique ones) plus MFA (multifactor authentication) in your



CYBER SECURITY KNOWLEDGE QUIZ
2% .2




Jse your
ng involving

S ‘ | f ing your bank
account, logging into your doctor’s portal,
etc), it is worth the headache to have MFA.

%



/. Ask for immu ly and virtually apart from
the network fo cal : 1t ng the domain controller(s), most
current variants go straight to encrypting your backups.

8. Determine what servers contain sensitive data (PHI, P, financial data, CJIS
/) dataq, etc) and keep this on file outside of the network.




CYBER SECURITY KNOWLEDGE 6U|Z

to
‘your software?



11.Create a Co
will serve as Incide
team!

1 2.Work with senior leadership to create a prioritization document for bringing

departments/applications back online.

%



GREAT FREE RESOURCES

(LINKS ARE EMBEDDED)

A Cybersecurity Strike Team Q



https://www.purple-knight.com/request-form/?gclid=CjwKCAjwopWSBhB6EiwAjxmqDW1-DTJTM2jXLQRlWpeTSG4PMoTh5xwcP8DUwdnm2j69fyUjA7yi5RoCVfMQAvD_BwE
https://www.pingcastle.com/
https://public.cyber.mil/stigs/scap/
https://www.knowbe4.com/free-it-security-tools
https://www.cisa.gov/cyber-hygiene-services
https://forms.gle/MSwirm5ctyEFzgLU9

